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Onspring is used for State of Georgia Organizations (Agencies, Authorities, Departments, etc.) to enter
certain internal control elements. At this time Onspring contains Risk Assessment ratings and Control
Activity details along with Control Environmenttiils

1. Account Login and/or Creation
a. Login to Onspring with your assigned Username and Password.
b. If there are problems or questions with account login, contanpliance@sao.ga.gov

Onspring
| .
DR

Copyright © 2010, 2020 Onspring Technologies, LLC. All rights reserved

2. Onspring: Navigating Tool Bars

2a.Tool Bar

© DASHBOARDS >

Control Environment My Agen

™ RErun"

a. Dashboards Tabi provides access to the Containers Menu Bhis tab will be the main tab
used for viewing, updating and reporting on risk assessi@mtrol activity, and control
environmeninformation.

b. Reports Tab (for SAO use on)y

c. Content Tab (for SAO use on)y

d. HeIpTaccess 00Onspring Help Centero.
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2b. ContainersMenu Tool Bar

Onspring

%) DASHBOARDS >

Control Environment

Risk Management

Reporting - Risk Assessment Agency Risk Assessment - Recording

Reporting - Control Activities y .
Agency Risk Assessment - Reporting

Agency Risk Assessment - SEFA

Agency Risk Assessment - CFO Certification

a. - contains all of the dashboar@x: Risk Managementy a dropdown menu.
The dashboards are grouped irtémtainers for easier access.

i. [Dashboarq- a dynamic page with reports and action items on a specific (@fic
Agency Historical mapping, Agency Risk Assesments,.dRisk assessmertontrol
activity, and control environmeimnformation will be viewed, updated and reported
on via dashboards.

2c.Sub-Menu Tool Bar

Agency Risk Assessment - Recording (far expert) + =

Export Agency Risk Assessment - Recording ( = >

1w Age.t Age. Wuporting Olje.  Misk ftutument Bpecilic Bak Frampies® Tolu. | Inbe. wharent it Like

4 L0001 Tesa wACCOUNMING  Way GEaeti ks not Wl G- Caah (o9 - &
g wcords cormply ] »

the g

Tor ot Standards Mnaw
Carrges sodd are he pripes 8o

amplete and

Je The process test
=it Modhr 5 generally ot
~arud and

e

iivet the
et

a. For eachview orreport on a dashboard, click the Report Actions menu icon in thegiop
corner of the reporfThe Report Actions menu icon allows fagpandng, printing or
exportng the informatiorbeing viewedThe export function allows for exporting to excel
(data that can then be editen)pdf (as an image Note:when choosing the export option,
the report will run and an emaiiill be sentfrom Onspringwhich will contain the export
result.
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3. Viewing and Updating Risk Assessment and Control Activiy Information

a. Go to theDashboardsab,

b. SelectRisk Managemergontainer

c. Select one of thégency Risk Assessmedashboards

i. This will open a view containing one of

1. Agency Risk AssessmentRecording
2. Agency Risk AssessmentReporting
3. Agency Risk AssessmentSEFA

Onspring

') DASHBOARDS >

Risk Management

Reporting - Risk Assessment Agency Risk Assessment - Recording

Control Environment My Agen

Reporting - Control Activities ) .
Agency Risk Assessment - Reporting
Control Activity Library Steps

Agency Risk Assessment - Re

Agency Risk Assessment - SEFA

Agency Control Environment -

Agency Risk Assessment - CFO Certification

d. A A g e Rigk Assessmeatepors contain:
i. Listing of specific risk assessment records to be reviewed and updated:@icbte:

record correlates to a row previously contained on the excel RA/CA tejnplate

ii. Last User SavedDatei displays date and time of the last update to the risk
assessment record.

note: ecords can be sorted differently by clicking on column)title
O nS p rI ng ) Risk Management > Agency Risk Assessment - Recording ~

My Agency Risk A nent - Re ing =
—_—
d | Agency I Agency Name | Specific Risk Ex... ‘ Inherent Risk |Likelihcud ‘ Impact ‘ Residual Risk |Lastusar .
s - - S PeT— | 12/1/2020  ~
(e.g. credit card, 1:07 PM
EXEEED

collections, cash
on hand, LGIF
investments, etc
that is not valid
(such as cash
that does not
exist) is recorded
in the accounting
records.

) DASHBOARDS

Recording - Cash
(e.g. credit card,
lockbox
collections, cash
on hand, LGIP,
Control Environment -_ investments, etc )
is not recorded in
the correct
chartfields in the
L} accounting

™ REPORTS accoun

12/1/2020
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iii. Edit risk assessment records by clicking on the Quick Edit pencil icon.

Onspring

) Risk Management > Agency Risk Assessment - Recording *

My Agency Risk Assessment - Recording

O Agency ID Agency Name Specific Risk Ex...

O Recarding - Cash
{e.qg. credit card,
collections, cash

on hand, LGIP,

investments, etc.)

€D DASHBOARDS that is not valid
{such as cash
that does not
exist) is recorded
in the accounting

Control Environment My Agen... records.
Agency Risk Assessment - Re_ U E F{ecording - Cash
(e.g. credit card,
Control Activity Library Steps — lockbox
: collections, cash
Agency Risk Assessment - Re_ on hand, LGIP.

investments, etc.)
is not recorded in
the correct

chartfields in the

? REPORTS accounting

records.

Agency Control Environment -—

e. Quick Edit window then opens (containing samfermation as theolumnsof the previous
excel RA/CA template):

28853 ()

Agency ID

Agency Name

Reporting Objective*  The accounting records comply with Standards and are complete and accurate

Risk Statement*  Key assets are not all recorded at the proper amount, in the proper fund, in the proper account code or in the proper basis of
accounting.

Specific Risk Examples* Recording - Cash (e.g. credit card, lockbox collections, cash on hand, LGIR, investments, etc.) that is not valid (such as cash
that does not exist) is recorded in the accounting records

Tolerance*  de minimis

Inherent Risk @ High

Inherent Risk Justification The process has a high inherent risk as cash has a high susceptibility of fraud and/or theft

Likelihood | @ High v i

i. Agency |D (SAC Controlled) 1 digplays Organization number
ii. Agency NameSAO controlled) - digplays Organizationame.
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ii. Reporting Objective (SAC Controlled) § gisplays financial reporting objectivess
defined by SAO and cannot be changed. These are the objectives that need to be
addressed to help ensure an adequate internal control system is in place relating to
financial reporting. §ee Statewide Risk Assessment Guidance Attribu)e 6.1

iv. Risk Statement (Related Risk Question Library RecordSAC contolled) 1 digplays
risks relating to the financial reporting objectives as defined by SAO and cannot be
changed. These riskneed to be addressed to help ensure an adequate internal control
system is in place relating to financial reportiregee Statewide Risk Assessment
Guidance Attribute 7)1

v. Specific Risk ExamplegSA© controlled) 1 displays specific risks relating to the financial
reporting objectives as defined by SAO and cannot be changed. These risks are more
detailed risks relating to organizations within Georgiad need to be addressed to
help ensure an adequate internaltoarsystem is in place relating to financial
reporting.

vi. Tolerance A0 contolled) 1 displaystolerancerelating to thespecific risk exampleas
defined by SAO and cannot be changed. As noted in the Statewide Risk Assessment
guidance chapter, risk toleree is the acceptable level of variation in performance
compared to the achievement of objectivese(Statewide Risk Assessment
Guidance Attribute 6)2

vii. Inherent Risk (SAC Conolled andUser Entry) 1 galect rating from list that corresponds to the
inherent risk relating to the specific risk examples. Depending on the specific risk
examples, certain Inherent Risk valaes defined by SAO, but some require
organizations to select their appropriate rafimgte: there are different inherent risk
rating optons listed under each specific risk exampe) noted in the Statewide
Risk Assessment guidance chapter, this factor is considered when identifying the
risks that impact the organization's achievement of their defined objeetitesut
consideration of current control activities in place (see Statewide Risk
Assessment Guidance Attribute J/.1

vii. Inherent Risk Justification (Use" 5" select inherent risk justification relating to
the specific risk exampleBepending on the specific kexamplesthere are
different inherent riskustification options listed under each specific risk example.
Note this justification should support the inherent risk rating and provide justification
without consideration of current control activities in place

Inherent Risk | . Higl

Inherent Risk Justification

Inherent Risk Justification Selection The process has a high inherent risk as receivables could be recorded to balance the budget and/or provide additional amounts to be spent

Likellhood @

The process has a high inherent risk as receivables could be recorded to balance the budget and/or provide additional amounts to be spent.

Organization does not have receivables to record in their accounting records

o O

!AFinanci al r e psoused throughout thif docunentvaksairchaiapliance objectives relating to
financial reporting
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iX.

Likelihood (Mse"EnW) § select rating from list (N/A, High, Medium, Low) that
corresponds to the to the likelihood of occurrence (the level of possibility that the risk
will occur), without consideration of current control activities in place The

likelihood of the risk identied would be in relation to the specific risk examples as it
pertains to your organization. As noted in the Statewide Risk Assessment guidance
chapter, this factor is considered when analyzing the level of possibility of the
identified risks impact on therganization's achievement of their defined objectives.
(see Statewide Risk Assessment Guidance Attribude 7.2

Likelihood Justification (“Us¢" &™) i selectlikelihood risk justification relating to the
specific risk examples. Depending on the specifik exampleshere are different
likelihood risk justification options listed under each specific risk exaniybi¢e this
justification should support the likelihood risk rating and provide justification
without consideration of current control activities in place

Likelihoad l @ High
Likelihood Justification

Impact Justification Selection @ @ High - Prior yea

Control Activity Library @

Likelihood Justification Selection 5 | Select a value

Select a value
mpoct |
s manual, increases risk of mis- tems.

@ High - Prior years (or anticipated current year) had many t

Medium-Prior years (or anticip

Response @ Medium-Prior years

ant
Medium - Pricr years (or anticipated current yes
@ Low-Prior years (or anticipated current year) had some transactions, process is automated. Minimal increase to risk of mis-recorded items

Xi.

Xii.

Impact (UserEn) | select rating from list (N/A, High, Medium, Low) that
corresponds to the impact of occurrence (the level of possibility that the risk will
occur),without consideration of current control activities in place The impact of
the risk identified would be in l&tion to the specific risk examples as it pertains to
your organization. As noted in the Statewide Risk Assessment guidance chapter, this
factor is considered when analyzing the magnitude of scale of the deficiency that
could result from the risksge Satewide Risk Assessment Guidance Attributd 7.2
Impact Justification (Vs 5™ j selectimpactrisk justification relating to the

specific risk examples. Depending on the specific risk exantplee are different
impactrisk justification options ligd under each specific risk exampite this
justification should support the impact risk rating and provide justificatitmout
consideration of current control activities in place

RevisedMay 2021
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Impact . High

Select a value
[ 7

Residual Risk ® Low
Medium

Likelihood

Impact Justification Selection @ | Select a value .
Select a value
SN Soectawe |

@ High - Dollar amounts reported in prier years (or anticipated current year) are high, and mis-recorded items would be material

:d some large dollar amounts, and mis-recorded ite: d be material

Control Activity Library @ Medium - Prior years (or anticipated current year) ¢

@ Low - Dollar amounts reported in p

are minimal, overall amount of mis-recorded items would not be material

years (or anticif

@ N/A - Organization does not have these items 1o record in their accounting records

xiii. ResponseYse B | select rating from list (Acceptance, Avoidance, Reduction,
N/A) that corresponds to the response to the risks identified for the specific risk
examples. As noted in the Statewide Risk Assessment guidance chapter, this factor is
considered when determing the appropriate response to mitigate or reduce the
analyzed risk. Therefore, the risk response identified would be in relation to the
specific risk examples as it pertains to your organizatime Gtatewide Risk
Assessment Guidance Attribute 7.3

Response | Acceptance

Control Activity Library @

Contral Activity Daetails [7]

xiv. Control Activity Library (Use"En™ 7§ select each control activity listed in the library,
to answer if this control activity igctually utilized in your organization.see
StatewideControl ActivitiesGuidance Attribute 10.1, 10.2, 10.3, 10.4, 11y a
12.7)

1. Only Control Activities asociated with this specific risk examples will be
listed.(note: there are different control activities listed under each specific
risk example, because each specific risk example has distinct control
activities that shdd be in place for an effective internal control system.)

2l n order to update the fiControl util iz
respective Quick Edit pencil icon. This column must pdaial to indicate if
the organizationhasthe respective control acttyicurrently in place(note:
Control ID can only be edited via the Quick Edit pencil icon and must be
done one at a time.)

0 -
3. Do notselect the x that may appear on the right colu.. ..
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Control Activity Libeary @

4, (UserEnm) In the Quick Edit window, the details of thespective ontrol
activity will display along with an area to update whether or nottwdrolis
actually utilized in your organization Select theating (Yes, No,N/A?) for
AnContr ol Utilized?d, and then:
a. Sel ect Saveo to return to the 1|is
b. Sel ect Save and Nexto to update 't
library. OR
c. Select fiCancel d to not save any upc

i t
i F

Control ID  RCD27
Control Name Accounting System - Automated interface between Concur and GL/AP
Detailed Description  Travel transactions automatically post to cash/liability accounts in the accounting system (in Teamworks from Concur nightly)
Control Importance  Key
Control Type  Green Book - Financial Reporting
Control Frequency  Daily
Control Placement  Prevent

Automation  Automated

Control Utilized? |O €3 No
O @ Yes

®QNA
xv. Control Activity Details Us¢" 5" | updatethe control activity detailselating to
your organizatiorfor the specific risk exampl®&ote trese detailshould support the
control activities identified as being utildby the organizationsee Statewie
Control ActivitiesGuidance Attribute 10.1, 10.2, 10.3, 10.4, 11.2, and)12.1

| save and Next | save | Cancel |

Control Activity Details @ 1. Accountants maintaining accounting recerds has a bachelor's degree and at least two years of similar experience
2. General Ledger Accountant prepares reconciliations between balances per accounting records and bank statements monthly with
discrepancies identified and resolved. Accounts receivable persennel follows up with customer on any outstanding balances more than
two months old
3. Accounts Receivable Manager validate unreconciled items on the monthly reconciliations and ensure items are corrected and/or
racardad Mananar hac hachalar's deares and at least 10 vears of avnarienca
___ —

2NJ/A should have limited usagand is intended for instances where a control truly is not applicable, such as a
SEFA feceral control activity for organizations that do not receive any federal money.
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xvi. Residual RiskvserEn) - Select rating from list (N/A, High, Medium, Low) that
corresponds to the level of residual risk (the risk remaining after management's
responsg As noted in the Statewide Risk Assessment guidance chapter, this factor is
considered when identifying thissks remaining that impact the organization's
achievement of their defined objectives. Thereforerallualrisk identified would
be in relation to the specific risk exampédter consideration ofcontrol activities.

(see Statewide Riskssessment Guidance Attribute /.1

xvii. Residual Risk JustificationVs¢" "™ | enterresidualrisk justification relating to the
specific risk examples. Note this justification should support the residual risk rating
and provide justificatiomfter consideration of current control activities in place

Residual Risk Select a value

Select a value

® VA \
® Low

Medium

@ High

Residual Risk Justification y
all risks are compensated for

f. (UserEnm) Once the specific risk example risks and control activities have been reviewed and

updated, click ASaved to save and close the
the next specific risk exampl e i pavetahye Ri sk Ac:
updates.

Residual Risk Justification .
all risks are compensatad for

Last User Save Date 5/28/2020 8:13 AM

Save and Next | save ] Cancel
g. Repeat all of the above steps éachassigned specific risk examples.

4. wsereny) Required CFO verification of Risk Assessment and Control Activity

Information
a. Go to theDashboardsab,
b. SelectRisk Managementontainer
c. SelectAgency Risk AssessmentCFO Certificationdashboard
i. This will open a \RiskAssessmentCFROCerr hgf iAgénowno
report.
d. TheCFO will need to complete a orguestion Certificatiomfter all specific risk examples
have beemeviewedand updatednote: his Certification will be completed annually to
certify that all Risk Assessment questions were completed to the best of your
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Agency/ Organizationbs ability and that the i1
knowledge)
e. ClicktheQi ck Edit penciAlgeincyn | tDQuick Bdiswihdodvfivitk o f i
open.

Onspring

Control Environment >
|'.DI]ASHBOARDS 1 |

3
Risk Management

Reporting - Risk Assessment > Agency Risk Assessment - Recording

Control Environment My Agen.. Reporting - Control Activities >

Control Activity Li

Agency Risk Assessment - Reporting

Agency sment - Re_ Agency Risk Assessment - SEFA

Agency Control Environment - . o
Agency Risk Assessment - CFO Certification

©) Risk Management > Agency Risk Assessment - CFO Certification v

Risk Assessment Certification RA/CA

hJ Agency ID Agency Name Risk Statement* Certification Last User Save Date
] Certification - RA/CA @ | certify that this informationis  12/1/2020 1:07 PM

accurate
—

f. Inthe Quick Ediwindow,val i dat e that the fAAssessing Organ
displaying the name of your Organization/Agency. If it is correct and you are ready to Certify
the information, click the checkbox in the ff
information is accurate .

Agency ID 40700

Agency Name Accounting Office, State

Risk Statement*  Certification - RA/CA
Certification | certify that this information is accurate
Last Saved By

Last User Save Date  12/1/2020 12:16 PM

Save nd Nex: Gancal

g. Click Save and the record will closehe CFO walidaion is now complete.
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5. Viewing Reports of Risk Assessmentnformation

(Caution: answers provided in Step 3 above will change if answers in the reports are edited)

a. Go to theDashboard$ab,

b. SelectReportingi Risk Assessmergontainer

c. SelectAgencyRisk Reporting(heat map and bar grapélashboard
i. This will open a view containing various reports.

Onspring

g — m

ReperTimg - [ab Asseidimer

Feporting - Contral Activties

Agency Rk Assessment - Repiring (fof eapert)

Agency Ruk Asseszment - SEFA (for eapar?)

¥ ReroaTs

@ cowrTent

d. Heat Mapi Agency View with supporting details
i. Clickint he col ored area of the heat map to
Clicking on a box, will change the detailed records shown below the heat map to
correspond to only that box selected.
ii. Click on the column title to sort the records iditierent order.

£ Reporting - Risk Assessment > Agency Risk Reporting (heat map and bar graph) v

Onspring

Heat Map - Agency View =

e _
oty 3000
g
=
-
3 o ___ !
=1
9 DASHBOARDS e ____
N/A Low Medium High
Impact
Environment
® | —
- 16
Agency ID ‘ Agency Name Risk Statement* Related Risk Questi... | Specific Risk Exam... ‘ Impact ‘ Likelihood W
ra Information provided 60 Reporting - @ High @ High @ High =
on year end forms Appropriations
does not agree with Receivable
accounting records Reconciliation Form:
and/or supporting - not completely
documentation filling out all of the
- required information
™ REPORTS - not reconciling to
0sT
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Residual Risk - Agency View

300

250

200

150

Record Count

100

50

0

e. Residual Risk Agency View with supporting details
i. Click on a bar within the graph to Adri
a bar, will change the detailed records shown below the graph to correspond to only
that box selected.
ii. Click on the column title to sort the records in a different order.

221

109
78 e
J J =

N/& Low High

@D Risk Statement* Related Risk Que Specific Risk Exa... | Inherent Risk Likelihood Impact Response Residual Risk
Information Ly — —— - == —yr Receptance High

-
provided on year Appropriations
end forms does Receivable

not agree with Reconciliation
accounting records Form: - not
and/or supporting completely filling
documentation. out all of the

required
infarmation - not
reconciling to OST

Infarmatinn sa Rannrtinn - -, Link & vink & vink Arrand tanca vk

6. Report of Risk Assessmenfnswers

(Caution: answers provided in Step 3 above will change if answers in the reports are edited)

(Note: this report will be very hdrto view on the screen, and is available mainly for exporting data)

a. Go to theDashboardsab,
b. SelectReportingi Risk Assessmergontainer
c. Selectone of the-or Exportdashboard

i. This wil/l open a vVvi ewAgeacyRisk Assesamgnt one o f
repors:

1. Agency Risk AssessmentRecording(for export)
2. Agency Risk AssessmentReporting (for export)
3. Agency Risk AssessmentSEFA (for export)
4. Agency RA and CA Combined (for export)

d. A E x pAgandy Risk Assessmeantepors contain:

i. Listing of risk ratings and justificatiorsssociated with each specific risk example.
(note:eachspecific risk exampleorrelates to a row previously contained on the
excel RA/CA template

1. See steps 3(e)(i) through 3(e)(xiistep 3(e)(xvihrough3(e)(xvi) above for
additional information.

ii. Click on the column title to sort thecordsin a different order.

iii. See step@a) for export instructions.
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Onspring

2 DASHBOARDS

Control Environment

Historical Records

™ REPORTS

& coNTENT

e, Newadded May 20213 E y pAgandyR A

Agency Risk Assessment - Recording (for export)

Agency Risk Assessment - Reporting (for export)
Agency Risk Assessment - SEFA (for export)

Agency RA and CA Combined - (for export)

CA r@moncbnitaim:e d 0
Listing of answers forisk ratings and justificatiorsssociated with each specific risk
examplefor all stepsand relatedcontrolactivitiesanswers.

1. Note as there are multipleontrol activites for each specific risk example,

the rows on this report for risk assessment answers are now repeated.

arrow

Click on the column title to sort thecordsin a different order.
ick on

sy mbandseel e f t
control activities associated with the step
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